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NEW QUESTION: 1Buffer overflow in an Internet environment is of particular concern to the IS
auditor because it can:A. corrupt databases during the build.B. cause printers to lose some of
the document text when printingC. be used to obtain improper access to a system.D. cause the
loss of critical data during processing.Answer: C

NEW QUESTION: 2Which of the following would be of MOST concern to an IS auditor reviewing
a virtual private network (VPN) implementation? Computers on the network that are located:A.
at the enterprise's remote offices.B. on the enterprise's internal network.C. in employees'
homes.D. at the backup site.Answer: CExplanation:Explanation/Reference:Explanation:One
risk of a virtual private network (VPN) implementation is the chance of allowing high-risk
computers onto the enterprise's network. All machines that are allowed onto the virtual
network should be subject to the same security policy. Home computers are least subject to the
corporate security policies, and therefore are high-risk computers. Once a computer is hacked
and 'owned/ any network that trusts that computer is at risk. Implementation and adherence
to corporate security policy is easier when all computers on the network are on the enterprise's
campus. On an enterprise's internal network, there should be security policies in place to
detect and halt an outside attack that uses an internal machine as a staging platform.
Computers at the backup site are subject to the corporate security policy, and therefore are not
high-risk computers. Computers on the network that are at the enterprise's remote offices,
perhaps with different IS and security employees who have different ideas about security, are
more risky than choices A and B, but obviously less risky than home computers.

NEW QUESTION: 3A client wants a technician to create a PC naming convention that will make
the client's PCs easier to track and identify while in use. Which of thefollowing naming
convention formats should the technician follow?A. Domain name, location, IP addressB. Asset
ID, MAC addressC. Location, RFIDD. Domain name, location, asset IDAnswer: B
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